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Allowable Subject Matter 

1 . The indicated allowability of claim 36 is withdrawn in view of the newly 
discovered reference(s) to Wils. Rejections based on the newly cited reference(s) 
follow. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1 ), (2), and (4) of section 371 (c) of this 
title before the invention thereof by the applicant for patent. 

3. Claim 1-6, 8-15, 17-24, 26-35, and 37- 42 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Wils et al.(US 6,397,260), hereinafter referred to as Wils. 

Regarding claim 1, Wils discloses automatic load sharing for network routers. 
The routers R1 and R2-fig.3 function as gateways. Each host H(1-4)-fig.3 is configured 
to use the shared address IPC as a default router, see col.6, lines 32-47. 

receiving an address resolution protocol (ARP) message from a host addressed 
to an address shared (IP address IPC) by a plurality of gateway devices (routers R1 , 
R2) available for serving the hosts on the network segment (a router, R1 or R2-fig.3 
having the highest configured priority for each Virtual Router, assumes Master status to 
receive an ARP request for IP address IPC from one of the hosts H1-H4 of the subnet 
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1 -fig.3, wherein the IP address IPC is shared by the routers and the hosts H(1-4), see 
col.6-line 21 to col.7-line 44); 3 

in response to the received ARP message, and based on load balancing 
considerations (load sharing), selecting one of the plurality of gateway devices to act as 
the addressee gateway device for the host (the system in fig.3 is configured to 
accomplish automatic load sharing, see col. 6, lines 21-46. In response to the ARP 
request, and based on load sharing set in a predetermined manner, the master 
responds to the ARP request with the MAC address, i.e. MA or MB, configured for the 
Virtual Router that acts as the addressee gateway for the request host, see col. 2, lines 
37-53, and col. 6-line 64 to col. 7- line 26); and 

replying to the ARP message with a reply message identifying the selected 
addressee 

gateway device (the master responds to the ARP request with a Virtual Router with 
identified MAC address, i.e. MA or MB, configured to act as the addressee gateway for 
the request host, see col. 6-line 64 to col. 7-line 26). 

Regarding claim 2, the gateway routers are layer-3 devices, see col. 3, lines 43- 

56. 

Regarding claim 3, the shared address IP-IPC, fig.3 for routers R1 & R2 is a 
virtual IP address. 
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Regarding claim 4, the reply message from the routers R1 or R2 includes a MAC 
address , wherein the MAC address associates with layer-2 address, see col. 3, lines 
42-55. 

Regarding claim 5, the layer-2 address, i.e. MAC-MA or MB, for the addressee 
gateway router R1 or R2 is a virtual (secondary) address. 

Regarding claim 6, Wils teaches that the system of figure 3 accomplishes 
automatic load sharing of forwarding traffic while retaining the improve availability 
benefit of VRRP (virtual router redundancy protocol), see col. 6, lines 21-23. Therefore, if 
the router R1 being the master for virtual router A fails, the virtual router A backup router 
R2 will replace. The backup router R2-fig.2 would take over the failed R1 acting as the 
addressee gateway router for any hosts for which the failed router R1 had been serving 
as the addressee gateway router device. 

Regarding claim 8, this claim has similar limitations as claims 1 and 6. 
Therefore, it is rejected under Wils for the same reasons set forth in the rejection of 
claims 1 and 6. The routers R1 and R2 and the hosts are all connected to the subnet 1- 
fig.3. 

Regarding claim 9, the gateway routers are layer-3 devices, see col. 3, lines 43- 

56. 

Regarding claim 10, this claim has similar limitations as claim 1 . Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 1 The router 
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R1 or R2 inherently includes a computer-readable medium containing programmed 
instructions to perform the claimed steps. 

Regarding claims 11-15, these claims have similar limitations as claims 2-6, 
respectively. Therefore, they are rejected under Wils for the same reasons set forth in 
the rejection of claims 2-6. 

Regarding claim 17, this claim has similar limitations as claim 8. Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 8. The group 
comprising R1 and R2 represents a group of available gateway router available for 
servicing hosts on the network segment subnet 1 -fig.3. 

Regarding claim 18, the gateway routers are layer-3 devices, see col. 3, lines 43- 

56. 

Regarding claim 19, please see the rejection of claim 1 . The master router 
inherently includes a memory configured to hold the "IP-IPC", a shared address shared 
by the master and the backup gateway router. The address R1/VRA-fig.3 is the unique 
address for master gateway router for R1 , and the address R2A/RB is the backup 
gateway router's unique address-fig. 3. The master gateway router R1 or R2 inherently 
includes a network interface that is configured to send and receive network traffic and 
an ARP message from a host address to the shared address "IP-IPC". The master 
gateway router R1 or R2 inherently includes a processor configured to perform the 
claimed select and reply steps. 
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Regarding claim 20, the gateway routers R1 , and R3 are layer-3 devices, see 
col. 3, lines 43-56. 

Regarding claim 21 , the shared address IP-IPC, fig. 3 for the master and slave 
gateway routers R1 & R2 is a virtual IP address. 

Regarding claim 22, the reply message from the routers R1 or R2 includes a 
MAC address, wherein the MAC address associates with layer-2 address, see col. 3, 
lines 42-55. 

Regarding claim 23, the layer-2 address, i.e. MAC-MA or MAC-MB, for the 
addressee gateway router R1 or R2 is a virtual (secondary) address. 

Regarding claim 24, this claim has similar limitations as claim 6. Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 6. The 
backup router R2-fig.2 includes an inherent processor that detects the failure of the 
master R1 among the gateway routers, and take over the failed R1 acting as the 
addressee gateway router for any hosts for which the failed router R1 had been serving 
as the addressee gateway router device. 

Regarding claim 26, this claim has similar limitations as claim 1 . Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 1 . 

Regarding claims 27-31 , these claims have similar limitations as claims 2-6, 
respectively. Therefore, they are rejected under Wils-Gold for the same reasons set 
forth in the rejection of claims 27-31 . 
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Regarding claim 32, this claim has similar limitations as claim 8. Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 8. The 
routers R1 and R2 and the hosts are all connected to the subnet 1 -fig.3 . 

Regarding claim 33, this claim has similar limitations as claim 2. Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 2. 

Regarding claim 34, this claim has similar limitations as claim 1 . Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 1 . The 
subnet 1 -fig.3 is the network segment where the gateway routers and the hosts 
connected to for performing the claimed steps. 

Regarding claim 35, this claim has similar limitations as claim 6. Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 6. A router 
among the routers that are not configured as the master gateway router will be 
configured to assume responsibility for any master addressee gateway router that fails. 

Regarding claim 37, this claim has similar limitations as claim 19. Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 19. 

Regarding claims 38-42, these claims have similar limitations as claims 2-6, 
respectively. Therefore, they are rejected under Wils for the same reasons set forth in 
the rejection of claims 2-6. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 1 03© and potential 35 U.S.C. 1 02(f) or (g) prior 
art under 35 U.S.C. 103(a). 

6. Claims 7, 1 6, 25, 43-44 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Wils, in view of Gold et al.(US 2005/0193080), hereinafter referred to 
as Gold. 

Regarding claim 7, Wils discloses all claimed limitation, except a step of 
determining that the failed gateway device has failed permanently and redistributing 
addressee gateway device responsibility to other available gateway devices in the 
plurality of gateway devices for any hosts for which the failed gateway had been serving 
as the addressee gateway device. 

Gold discloses aggregation of multiple headless computer entities into a single 
computer entity group. When the master computer has permanently failed, an 
administrator could unconditionally remove a slave computer entity from the group, see 
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01 21 . In other words, Gold taught a determining step to determine whether a master 
device, i.e. a computer or a router, had failed permanently. 

At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to employ a mechanism in which a failed gateway or a failed gateway 
router is determined whether it has failed permanently as taught by Gold into the system 
of Wils. The suggestion/motivation for doing so would have been to provide an 
administrator a chance to remove the slave/backup entity of the /slave/backup gateway 
router unconditionally so that the backup gateway router could function as a master 
device for any hosts for which the failed gateway router had been serving as the 
addressee gateway device. 

Regarding claim 16, this claim has similar limitations as claim 7. Therefore, it is 
rejected under Wils-Gold for the same reasons set forth in the rejection of claim 7. 

Regarding claim 25, this claim has similar limitations as claim 7. Therefore, it is 
rejected under Wils-Gold for the same reasons set forth in the rejection of claim 7. The 
backup gateway router R1 or R2 inherently includes an inherent processor to perform 
the claimed steps. 

Regarding claim 44, this claim has similar limitations as claim 7. Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 7. 

Regarding claim 43, this claim has similar limitations as claim 7. Therefore, it is 
rejected under Wils for the same reasons set forth in the rejection of claim 7. 



7. 



Claims 36 is rejected under 35 U.S.C. 103(a) as being unpatentable over Wils. 
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Regarding claim 36, please also see the rejection of claims 32 and 6. The hosts 
H (1-4), each inherently includes a mean for addressing messages to an address of a 
layer-3 gateway router. A layer-3 device group includes a plurality of layer-3 routers. 
Each host H (1-4)-fig.3 inherently includes means for distributing packets to the routers, 
wherein the inherent distributing means should include: means for electing one of the 
routers a master, and the electing mean inherently includes means for determining a 
priority status of the routers, and the master router will be elected on the basis of its 
priority, wherein the master router inherently includes means for assigning a router, i.e. 
R1 , in the gateway routers as the addressee gateway router for packets from the host, 
see col. 5, lines 23-28. The subnet 1 -fig . 1 also includes a router, i.e. R1 or R2 that 
inherently includes master failure means for accommodating failure of the master device 
(see claim 6). The subnet 1 -fig. 1 also includes a router, i.e. R1 or R2 that inherently 
includes means for assigning a successor master device (a backup device) as the 
addressee device for packets from the host destined for the failed master. 

Wils, however, does not expressly teach a fail-over means comprising slave 
failure means for accommodating failure of one of the devices that is not the master 
device in the device group. 

Wils as shown in FIG. 2, router R1 is the Master for Virtual Router A, while router 
R2 is a backup for Virtual Router A. Similarly, router R2 is Master for Virtual Router B, 
while router R1 is a backup for Virtual Router B. RFC 2338 specifies the manner in 
which a Master is selected during initialization and also during operation when a failed 
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Master is to be replaced by a backup. There may be more than two routers 
participating in a Virtual Router, in which case the single Master router is backed up by 
multiple backup routers. The backup routers are assigned different priorities for 
assuming Master status when necessary, as described in RFC 2338, see col. 5, lines 
17-28. When a failed master router is to be replaced by a backup, which is an elected 
backup in this case, and since a master is backed up by multiple backup routers, 
therefore if the elected backup fails, one of the backup of the multiple backup routers 
would follow the same rule of choosing "backup for a failed master" or choosing 
"backup for the "failed elected backup"" so that packets can be forwarded to the 
functioning backup for the failed elected backup that replaced the failed master. 

At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to employ a mechanism in which a failed elected backup router could be 
replaced by a functioning backup router. The suggestion/motivation for doing so would 
have been to provide extra redundancy and reliability for gateway services for a 
common IP subnet, not only for the failed master router but also for the elected backup 
router. 

Response to Arguments 

8. Applicant's arguments with respect to claims 1-35, and 36-44 have been 
considered but are moot in view of the new ground(s) of rejection. 
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Conclusion 

9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Due Ho whose telephone number is (571) 272-3147. 
The examiner can normally be reached on Monday through Thursday from 7:30 am to 
6:00 pm. 

If attempt to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jay Patel, can be reached on (571) 272-2988. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the Group receptionist whose telephone number is 
(571)272-2600. 

The fax phone number for the organization where this application or proceeding 
is assigned is 571-273-8300. 

10. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Patent Examiner 
/DUC C HO/ 

Primary Examiner, Art Unit 2465 
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